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VOLUME XXVI |
IN THE UNI TED STATES ARMY

UNI TED STATES

VS.

MANNI NG Bradley E., Pfc. COURT- MARTI AL
U S Arny, XXxx-xx-9504

Headquarters and Headquarters Conpany,

US Arny Garri son,

Joi nt Base Myer - Henderson Hall,

Fort Myer, VA 22211

The Hearing in the above-titled matter was
held on Friday, August 2, 2013, at 9:30 a.m, at
Fort Meade, Maryl and, before the Honorabl e Col onel
Deni se Lind, Judge.
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DI SCLAI MER

This transcript was nade by a court
reporter who is not the official Governnent reporter,
was not permtted to be in the actual courtroom where
t he proceedi ngs took place, but in a media room
listening to and watching |ive audi o/ video feed, not
permtted to nake an audi o backup recording for editing
pur poses, and not having the ability to control the
proceedi ngs in order to produce an accurate verbatim

transcri pt.

This unedited, uncertified draft transcri pt
may contain court reporting outlines that are not
transl ated, notes nmade by the reporter for editing
pur poses, m sspelled terns and nanes, word conbi nati ons
that do not nmke sense, and m ssing testinony or

col l oquy due to being inaudi ble by the reporter.
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PROCEEDI NGS,

THE COURT: Court is called to order.
Maj or Fein, please account for the parties.

MR FEIN. Yes, Ma'am All parties in
Court when | ast recessed are again present with the
exception of Captain Morrow. He is absent.

Al so, Ma'am as of 0925 this norning there
are seven nmenbers of the nedia at the Media Operations
Center, one stenographer. There is no nedia in the
courtroom There is four spectators in the courtroom
and no spectators in the overflow trailer, although one
wi || be avail abl e t hroughout the day.

THE COURT: Al right. Have there been any
new appell ate exhibits added to the record?

MR FEIN:. Yes, Ma'am \Wiat's been marked
as Appellate 630, the Governnent's reply to the
Defense's notion for relief under RCM 1001(b)(4), dated
yesterday, 1 August 2013.

THE COURT: Al right. And the Court
received an email fromthe Defense that the Defense

requests an oral argunment on this notion.
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MR COOMBS: That is correct, Your Honor.

THE COURT: Al right. The Court -- | net
wWwth the parties for a brief RCM 802 conference earlier
t oday where you discuss logistics. That oral argunent
is going to take place either after the first wtness
testifies or at the end of the day after the second
W tness testifies, depending how t hi ngs shake out for
t he day, what works best tine w se.

Is that acceptable to the parties?

MR COOMBS: Yes, Your Honor.

MR FEIN: Yes, M am

THE COURT: Anything el se before we cal
the first w tness?

MR FEIN:. No, ma'am Your Honor, the
United States calls Ms. Susan Swart.
Wher eupon,

SUSAN SWART,

call ed as a witness, having been first duly sworn to
tell the truth, the whole truth, and nothing but the
truth, was exam ned and testified as foll ows:

EXAM NATI ON BY MAJOR FEI'N
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BY MR FEIN

Q You're Ms. Susan Swart, the current Chi ef
I nformation Oficer for the International Mnetary
Fund?

A Yes.

Q And you were previously the Departnent of
State's Chief Information Oficer?

A Yes.

Q You're here today, or at |east your
under standi ng you are here today to di scuss your
expertise in the field of the Departnent of State's
| nf ormati on Systens?

A Yes.

Q So the Departnent of State Information

Systens and the Departnent of State's Infornation

Shari ng?
A Yes.
Q And, Ma'am wth that --

CAPTAI N TOOVAN:  Your Honor, we wl|l
stipulate as long as limted to the tine she was at the

Departnent of State.
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THE COURT: Al right. That's acceptabl e?

MR FEIN. United States noves Ms. Swart
bio for the Departnent State?

THE COURT: Any objection?

CAPTAI N TOOVAN: No, ma' am

THE COURT: Based on that stipulation the
f oundati onal questions can be |imted.

MR FEIN Yes, nma' am

BY MR FEIN

Q Ma' am when did you | eave the Departnment of
St at e?

A The end of July 2012.

Q Thank you. Wat were your general duties

and responsibilities as the Chief Information Oficer
at the Departnent of State?

A To oversee the infornmation systens of the
Departnent, adm nistrative systens, general nessagi ng
systens and the conmmruni cations both within the
headquarters and in the field.

Q And when you were still at the Departnent,

were you a Foreign Service Oficer?
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A Yes.

Q How | ong were you a Foreign Service
Oficer?

A 23 years.

Q And what rank within the Foreign Service

did you retire?

A M ni ster Counsel or.

Q Wiat is the equivalent in the mlitary?
A | think about a two star.

Q Thank you. How many years wthin the 23

years did you deal wth informti on managenent or
information sharing, within your entire career as a
Foreign Service O ficer, approximately?

A Approxi mately 19. Maybe nore. 20.

Q As the CIO of the State Departnment, what
| evel or what kind of an organi zational chart does that
fall?

A An Assi stant Secretary equivalent. So |
reported directly to the Undersecretary for Managenent.

Q Thank you. And prior to becom ng the CIO
what position did you hol d?

Provided by Freedom of the Press Foundation
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A Deputy Cl O
Q And very briefly, could you kind of
summari ze for the Court the different positions you
held oversees in the field of information systens and
i nformati on sharing?
A | was the Information Management O ficer at

the Enbassy in Cairo. The Information Managenent
O ficer at the Enbassy in Lena and the Deputy Systens
Manager, systens manager at Cairo, and Caracas.

Q So those four overseas assignnents, what

were your general duties, as far as the information

managenent, information systens and i nformati on
sharing?
A So in the Information Systens Oficer was

overseei ng the uncl assified applications, how those
ran, counselor, financial, the |logistics type systens
and nessagi ng systens. As the IMO, so in Cairo and in
Lenma overseeing all of those systens, plus the
classified systens and the comuni cations capability
for the m ssion.

( Pause)
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Q As the CIO or Deputy Cl O Departnment of
State, have you ever had a representative Departnent of
State within the U S. Governnent, either interagency or
bef ore Congress?

A Yes, once before Congress on I T security
and in a nunber of interagency groups with other
agencies related to IT i ssues, the Cl O counsel, the | PC
foll ow ng WKki Leaks and a nunmber of other interagency
gr oups.

Q VWhat is the Cl O counsel ?

A The Cl O counsel is a collection of ClGs
from agencies that are | arge agenci es that get together
on a nonthly basis and hel p i npl enent adm ni stration
priorities related to IT.

Q What is the | RM departnent at the
Departnent of State. First what does the IRM stand for
and what was it?

A | nf ormati on Resource Managenment. And it's
t he departnent that does centralized IT for the whol e
St at e Departnment.

Q And how did that fall under your --

Provided by Freedom of the Press Foundation
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A Yes, | was the head of that departnment.

Q As the C O?

A Sone had Assistant Secretary title and the
ClOis head of IRM

Q And specifically what role did | RM pl ay
within the Departnent of State?

A Managed conmmuni cati ons worl dwi de, incl udes

net wor k communi cati ons, tel ephones, radi os and manage
the systens data centers and devel op sone systens al so,
classified and uncl assifi ed.

Q I n that managenent of systens, does that
include the telegrans and cables that are sent to
enbassi es?

A Yes, it does.

Q And as the Cl O and Deputy CI O, were you
i nvol ved i n decisions about how cabl es were
transmtted, accessed or stored prior to 20107
A Yes.

Q Prior to Wki Leaks?
A Yes.
Q

Can you describe in general terns the

Provided by Freedom of the Press Foundation
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process by which cables were sent or available to
custoners?

A Ckay. Cables, if | take a headquarter's
vi ew, cables were sent pushed electronically to other
agenci es based on an organi zati onal address.

Q And what do you nean by that?

A Fort Huachuca -- there's an address that's

recogni zed by the systemthat says Fort Huachuca. That
message woul d be sent pushed out to Fort Huachuca
because it was addressed by the originator to Fort
Huachuca.

Q Is this an automat ed process or i s soneone
literally like a tel ephone operator?

A It's an aut omat ed process.

Q And what about within the departnent, once
a cable is pushed out froman enbassy or any | ocati on?

A A cable that is pushed out, it cones to an
address, such as the address for headquarters, and then
it is distributed based on a set of rules to various
subconponents of the organi zation and then to

i ndi vi dual s.
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Q And has that system been in place or how
| ong has that systemreally been in place generally
W thin the Departnment of State?

A That basic system-- there have been sone
nodi fications -- but that basic |logic of that system
the way it works, has been in place, well, | know nore
t han 23 years.

Q Longer your term at the Departnent of
St at e?

A Yes.

Q What is Net Centric D pl omacy?

A Net Centric Di plomacy was an approach to
providing, identified by the originator or the
approver, cable traffic that would be valuable in the
I nt eragency comunity.

Q What do you nean by "val uabl e" i nteragency

conmunity?

A That ot her organi zations would find the
reporting or whatever was put into NCD val uable to
their work, relevant to their work.

Q And why was NCD t hen created?

Provided by Freedom of the Press Foundation
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A Because there were people that were not
getting information that they needed to do their job
t hrough traditional neans.

Q How did NCD fix that issue?

A Because, if you were on SIPRnet or on the
classified network at the Departnent you coul d access
any of the tel egrans or nessages that were captured
wth a certain caption and sent to that system Mre
of a pull nethod.

Q What do you nean by "pull"?

A If you were on the system if you had
access to the classified system SIPRnet or class net
you could get those telegranms. So you would go out to
| ook for them as opposed to wait to get to you through

t he push net hod.

Q So you nentioned push and pull.

A Can | use an anal ogy.

Q Pl ease.

A If 1'"m pushing sonething -- if | was going

to push a nessage, let's say to Vienna, Virginia,

would send it wwth an address, Vienna, Virginia. Then
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t hey woul d determ ne whether it would go to the fire
chief or the mayor or the head of the hospital, et
cetera.

In the other nethod that NCD used, all
t hose peopl e, end point people that have access to the
S| PRnet or to class net, they could then go and | ook

for those nessages based on the topic.

Q Thank you. And who used NCD to access
cabl es?
A Largely DoD users, SIPRnet users, State

Depart nent people used it too.
Q How di d Departnent of State enpl oyees use
Net Centric D pl omacy?
A Because the interface was very nice.
Easily go out and find things that m ght not have
reached t hem because of their job or their
organi zational tie. They could go out and see certain
ki nds of reporting they couldn't see, they wouldn't get
t hrough the traditional nmethod or couldn't get easily.
Q VWhat are sone exanpl es of Departnment of

Def ense, that you personally know, Departnent of

Provided by Freedom of the Press Foundation
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Def ense enpl oyees that woul d be using NCD and rely on
it?

A I ndi viduals that were in the field, using
that |l oosely, in the field that woul d not have an
avenue to get that kind of cables, they weren't getting
that kind of information, information that they
identified as needing through the traditional nethods.

So they found that interface hel pful and
get it quickly. As soon as it was sent with a caption
it would be posted to NCD and they had access to it.

Q Based on your experience was it an
effective way of sharing Departnment of State cables

w th ot her organizati ons?

A Yes.
Q Why ?
A Because you coul d determ ne or pursue what

you needed to see versus waiting for the Legacy System

to get it to you, if it ever did.

Q By you, you nmean the end user?
A The person at the end of the |ine.
Q Are you famliar, now !l wll just focus on
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t he WKki Leaks di scl osures, Pfc Manning' s m sconduct.

Are you famliar with the Wki Leaks releases in this

case?

A Yes. Not the subject natter in great deal
but, vyes.

Q That it occurred?

A That it occurred, yes.

Q When did you first learn of the purported

State Departnent infornation being avail able publicly?

A Sonetine in 2010. The exact dates --

Q No, na'am Just was it spring or fall?
A The spring, | think.

Q O 2010 or --

A 2010. | was aware on the Reykjavi k cabl e

that that happened. And fromall the events on
Q Yes, Ma'am Were you or | RM under your
responsibility involving, reacting or responding to the

i nmedi ate rel ease of infornmati on?

A Yes.
Q And how?
A We started review ng our systems, | ooking
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at the logs, tightening up our own security,
republ i shing our gui dance, a whole series of events --
CAPTAI N TOOVAN:  Your Honor, we would just
interject our 1000(b)(4) objection here.
THE COURT: Got it. Go ahead.
BY MR FEIN

Q How are you or I RMinvolved in responding
i medi atel y?

A | medi ately review ng the access to NCD.
How we provi ded access to NCD and how we woul d go about
limting that access.

Q Wiy was that the i mmedi ate di scussion with
| RM?

A Because we manage the system W had to
figure out technically how we would do that, when that
decision ran, if that decision was nade to cut it off.
Which it was nmade rat her quickly.

THE COURT: Did | not see in your notion
t he Gover nnent saying you are not bringing that kind of
i nformati on before the Court?

MR FEI N No, MR' am What the United

Provided by Freedom of the Press Foundation
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States drew the line the immedi ate effects in order to
mtigate harm Your Honor, versus the steps the
Government took in order to prevent future acts simlar
to Pfc Manni ng's.

So here specifically witten in the notion
was the mtigation teamat the Departnent of State and,
of course, discuss it later, but the United States
doesn't intend to go through any of this with Ms. Swart
or any other w tness.

THE COURT: Go ahead.

CAPTAI N TOOVAN: Note our objection to
mtigation efforts by the Governnent generally.

THE COURT: | have heard the objection. Go
ahead.

BY MR FEIN

Q After the inmmedi ate rel eases what ot her
steps did IRMtake in order to prevent continuing
di scl osures in that i medi ate tinefrane?

A Redefined the use of -- working with
others -- reiterate how SIPD S shoul d be used, have it

cut off the system | ooked at any possi ble ways to
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provi de access through ot her avenues. | npl enented
t rai ni ng.
Q Yes, Ma'am And now, Ma'am to focus on
i nformati on sharing. Once NCD was renoved from
SI PRnet, how did custoners get access to the cabl es?
A They either got themthrough jwics -- jwcs

users continued to see telegrans that had SIPD S
caption. And others, very few others, very few,
handful, we worked on a coupl e of workarounds for
i ndi vi dual s so they could have access. Then they
relied on the Legacy, went back to the Legacy nethod of
getting tel egrans.

THE COURT: What was the Legacy net hod?

THE W TNESS: The pushi ng, where you send
themto an addressee.
BY MR FEIN

Q Did the Departnent ever try to devel op

anot her type of systemsimlar to NCD that woul d

track -- that would limt users on SIPRnet from pulling
this information? 1'Il ask it a different way.
A Did we think about doing that? Yes, there
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was di scussi on of anot her avenue.

CAPTAI N TOOMAN:  Your Honor, we think this
woul d fall under what they did to prevent future acts.

THE COURT: As | amlooking at this, United
States maintains it would not present evidence in
subsequent nedi al neasures to prevent -- sounds very
li ke that to ne.

MR FEIN Yes, Ma' am

Whay would NCD with informati on shari ng
were there not greater, | guess, security provisions
required for soldiers or --

A Because the belief was, everyone who had
access to the system whether class net or the
departnent or SIPRnet, they were vetted and cleared to
handl e cl assified information.

BY MR FEIN

Q Do you believe that stricter controls
shoul d have been in place in order to secure NCD at the
time of the --

A Pre-the conprom se?

Q Yes.
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A No. | believe that the intent of the
systemwas correct. |If your on the system and you are
cl eared, you have been cleared to handle classified
information, you're going to handle it appropriately.

Q Ma'am in your experience would there have
been an effective way to allow users across SIPRnet to
access the infornmation and then put controls in place
to track that access by person?

A. | don't think that there would have been a
feasible way to do that.

Q What do you nean?

A Technically we could give everybody a | ogon
and password but then we would have to nmanage that.

That was not very feasible.

Q Wiy was it not feasible?
A Because of the nunbers.
Q And what do you nean?
A Because so nany peopl e have access to
S| PRnet .
Q Coul d there have been anot her, any ot her

type of technical neans inpl enented, another system
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prior to the rel ease of these purported cabl es?

A That woul d have all owed the sane kind of
access?

Q Yes, Ma' am

A | don't think so.

Q VWhat woul d t he drawbacks have been, if the
State Departnent had i npl enented these user nane or
| ogon or other restrictions?

A Besides that it woul d have been resource
i ntensive to manage that, | think just the bureaucracy

of getting | og-ons for everybody and nonitoring them
basically across the world would significantly limt
t he access. Just the bureaucracy of managing all that
fromthe State Departnent’'s point of view

To manage | Ds and passwords or | og-ons
across that whole spectrumfor the State Departnent
woul d have been a huge bureaucratic burden, and I
believe it would be a burden on the individual, as you
conpare it to the type of access they had here in NCD

Q And then, Ma'am would the same infornation

then be available to all these users?
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A | don't think it would have been avail abl e.
That's what drove the creation of NCD, because it
wasn't avail abl e.

MR. FEIN:. Thank you, very nuch. There's
no further questions, Your Honor.
CAPTAI N TOOVAN: Can | have a nonent, Your
Honor .
EXAM NATI ON BY MAJOR TOOVAN
BY CAPTAI N TOOVAN:

Q Ma'am you testified that you were the
Chief Information O ficer at the Departnent of State
when W ki Leaks happened?

A Yes.

Q As the CI O you were responsible for all

the informati on resources at the Departnent of State,

correct?
A Ceneral ly, yes.
Q | nf ormati on Resource Managenment | think is

the termyou used?
A Yes.

Q And as the boss of IRM you are responsible
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for all the cables, correct, and how t hey noved
t hroughout the Departnent of State, correct?

A No. There are sone ot her handling
instructions and people that handle certain parts of it
that were not under IRMs control, so not under m ne.

Q Cenerally you were responsi ble for how
f ol ks accessed --

A How t hey are el ectronically di ssem nated
and accessed el ectronically.

Q How t hey are accessed and how t hey are

di stri but ed?

A Wth sone exception.

Q VWhat were those exceptions?

A Things that go to the Secretary.

Q So to the highest level. You wouldn't have

anything to do with that?

A Just that -- we had a feed to them They
controlled their own di ssem nation.

Q So as the person who was responsi ble for
how this information was held and how it was

di stri buted, when this happened you probably got asked
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a |l ot of questions?

A Yes, around NCD, yes.

Q They probably asked you a | ot of questions
on how t his happened?

A People were fairly well versed w th NCD.
The people that were part of that discussion.

Q Your bosses woul d have cone to you and sai d
Ms. Swart, how did this happen; why did this happen?

A | think they understood how it happened. |
don't know.

Q SO0 no one cane to you and said --

A To discuss what to do, post how it happened

or how the access list to NCDin nmy opinion was fairly
w del y known.

Q Ckay. So no one was | ooking to you for
questions on how this m ght have happened?

A Maybe to understand better how -- | have to
say generally, no. People knew what the intent was at
NCD and what the access nechani sm was.

Q They didn't ask you any questions about,

hey, was there anything we could have done to stop

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ O w N P

N N T T e e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 8/2/13 Morning Session

28

this?

A | think in the sense of going forward and
could we have put, kind of using as an exanpl e | ogon
and passwords, yes. But in the discussion in the
bui | dup of NCD, that hurdle was kind of already crossed
in actually creating the systemthe way it was.

Q After this happened no one asked you tough
questi ons about the fact that this happened?

A They asked nme about -- | nmean not in the
sense, Iif you're going towards did | feel blamed?
didn't feel blane, no. There was enough under st andi ng
wth nmy -- no, | don't think so.

Q Ckay. | want to talk about SIPD S and the
NCD generally. SIPDS was a caption that, when an
aut hor at an enbassy woul d draft a cable, they would
put SIPDIS on it and it would go to the NCD, correct?

A Yes. The author and the approver, yes, of

t he tel egram

Q It ends up in the Net Centric Diplomacy --
A Yes.
Q The way the Net Centric D pl onacy dat abase
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wor ked was, you tal ked about the push and pull nethod.
This was nore of a pull nethod?

A Yes.

Q So the NCD has all these cables and you get
access to the NCD to your interagency partners?

A They get access because class net, where
NCD sat, the State Departnment is connected to those
ot her cl assified networks.

Q And then really it was up to those
agencies. |If you are sharing with DoD, DoD woul d
control who had access to the NCD?

A They control it by who has access to
S| PRnet .

Q So DoD i s deciding, hey, we want Captain
Tooman to have SIPRnet; they give ne access or any
sol di er access?

A Yes.

Q O they give any sol dier access?

A Yes.

Q Now after the | eaks you nentioned that the

NCD was taken off of SIPRnet, right?
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A Yes.

Q And then it was just available jw cs?

A Yes.

Q And it was still the pull nethod, wasn't
it?

A Yes. On jw cs.

Q If you are sharing with the DoD, the DoD is
still determ ning who had access to jwics, right?

A For their users on jw cs.

Q Sol diers or airnen or sailors or narines,
DoDis telling them yes, you get access to jw cCs,
correct?

A Yes.

Q So DoD woul d be naking the determ nation,
woul d still be making determ nation as to who got
access to the NCD?

A | don't think that's what they are thinking
when they are giving themaccess to jwcs. | think
they are not going to think -- okay -- the reason they

are gi ving soneone access to jwics is probably rel ated

to their job responsibilities and not so they can get
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t o NCD.

Q Sure. The DoDis still the one determ ning
who has access to jwics, right?

A Yes.

Q And, if the DoD felt that soneone needed
access to jwics, they would give them access to jw cs,
presumabl y?

A | f they needed access to jwics, for the
intent of jwcs.

Q So if soneone needed access to these
cabl es, and these cables were on jwics, the DoD still
had the power to give those individuals access,
correct?

A They may have had the power, but that

woul dn't have been a logical way to get themto NCD in

my opi ni on.
Q But they coul d?
A Technically they coul d.
Q They coul d gi ve anybody access to jwics, if

t hey want ed, DoD could do that?

A Technically speaking. But, again, | say
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that would be ill ogical.

Q Ckay. DoD or any other agency is in the
best position to determ ne what their people need
access to, right?

A Yes.

Q If they decided that this soldier or this
sai |l or needs access to cables, and the cables are on
jwics, they could say, we'll give you access to jwcs,
if they wanted to?

A They could. But | don't buy the | ogic.

Q Ckay. Let's talk alittle bit nore about
SIPDI S cables. These go to NCD. Before the | eaks they

wer e on Sl PRnet ?

A Yes.

Q You knew Sl PRnet was a wi de distribution?
A Uh- huh.

Q You knew a | ot of people -- Ma'am | just

need you to give verbal answers, yes or no.
A Yes.
Q You all knew that SIPRnet had a | ot of

users?
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A Yes.

Q And, in fact, understanding that you put
out gui dance to the enbassies around the world to the
peopl e drafting these, here's what you put in them
here's what you don't put in thenf

A Yes.

Q Now t here are a number of other captions

that can be used to limt distribution, right?

A Uh- huh.
Q And | want to wal k through sone of those.
One of those captions would be, "Il probably butcher

t he pronunciation of this, but it would be "agreenent”
or probably said with a nore French accent?

A Agreenent. Yes.

Q That woul d be used for conmnuni cati ons

bet ween t he anbassadors and secretary?

A. | believe so. But that's not a conmmon --
go ahead. It's not a conmbn --

Q But it existed?

A. It existed.

Q That woul d be top | evel stuff?

33
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A Yes.
Q Ckay. There's sonething called Dergan as
wel | ?
A Yes.
Q That woul d be between the director, |ike

human resource type stuff?

A Yes.

Q And then there would be NODI'S, which is
kind of a weird nanme because it neans no distribution,

but that was one of the captions?

A Yes.

Q And these were highly sensitive, correct?

A | think they were controlling who gets --
sensitive isn't the |label | would put on those. They
are around specific kinds of content. | think

Agreenent is about the host nation's country's approval
of a certain anbassador. |It's a very narrow subject.

A Dergen is giving an individual privacy to talk
directly to the director general of the foreign service
about a specific issue.

Q Sure. And NODI S nessages are nessages
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bet ween chi ef of m ssion, enbassadors, Secretary of

St ate and Presi dent?

A Yes.

Q Agai n, high |level?

A Yes.

Q And those sorts of nmessages you don't just

| eave | aying around. Those get | ocked up at the end of
each day. There is sonmething called the Roger Channel
as wel | ?

A Yes.

Q Roger Channel is where you would distribute

intelligence, correct?

A Certain kinds of intelligence.

Q VWhat ki nds of intelligence?

A Tal king to the subject within the content
of it, | can't really speak to that. Intelligence

i nformati on.

Q Ckay. And then STAD S i s anot her one?

A Yes.

Q Sonething internal to the State Departnent?
A State only, yes.
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Q Ckay. EXDI'S. |Is that exclusive

di stribution or executive distribution?

A. Yes.
Q Ckay.
THE W TNESS: | think it is executive

di stri buti on.

BY CAPTAI N TOOVAN:

Q That, again, high | evel?

A Yes.

Q And then TERRA as wel | ?

A Yes. It's a channel but | couldn't speak

very well to what's in that.

Q Rel ated specifically to terrorisnf

A Yes.

Q Is that right?

A Yes.

Q | want to talk briefly about the cabl es,

purported cables. D d you |ook at those cables? D d
you do any sort of review of those?
A O the content of the cabl es?

Q Not the contents substantively. D d you

36
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| ook at thenf

A No.

Q Are you famliar --

A No.

Q Are you famliar with how they were
cl assified?

A | mean just in generalities. Mybe at one
poi nt I woul d have known the nunbers. AmI| going to
know t hem now; |i ke how nany were this classification;
how many were that?

Q If I give you the nunber, wll you be able
to tell if it's in the ball park?

A Maybe.

Q Ckay. Does 133,887 uncl assified sound
about right?

A Yes.

Q Does 100, 748 confidants sound about right?

A About right, | guess.

Q Ckay. Does 15,652 secret sound in the
bal | par k?

A I n the ball park.

37
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Q And none of those were top secret?

A. None of those were top secret.

Q | want to go back to jwics. Wen you would
caption sonething SIPDIS after Wki Leaks, it would
still go to the Net Centric D plomacy dat abase?

A Yes.

Q But it wouldn't necessarily be top secret.
Even though that's where we keep our top secret stuff.

A We still did not have top secret stuff.

Q Right. Probably the sane sort of breakdown

in ternms of classification.
Could I have a nonment, Your Honor?
THE COURT:  Yes.
CAPTAI N TOOVAN: No further questions,

Ma' am
THE COURT: All right. Governnent have any
redirect?
EXAM NATI ON BY MAJOR FEI'N
BY MR FEIN
Q Two questions, Ma'am You spoke about

captions and substance. Wuld you pl ease explain for
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t he Court how captions are used for routing?

A There's a certain kind of -- it's used for
distribution, not route. So it would control the
distribution once it gets to whoever it is addressed
to. And based on that caption di ssem nated accordi ng
to the rules of that caption.

Q Now you started to say, but you didn't
fini sh an answer about sensitivity and why you don't
consider the level of sensitivity to necessarily
warrant a caption. Wat do you nean by that?

A So the sensitivity to ne is the
classification. And the captions are nore about the
content and the type of information that are included
in those captions, nessages.

Q What do you nean by sensitivity is --

A If I use an HR, there's |like a per channel
or a ned channel. Med channel woul d be about nedi cal
conditions related to an individual. And not about
whet her or not there are classified, unclassified or
confidential. Because that information needs to be

known by ned and the individual. There's no added
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val ue to anybody el se knowi ng that infornation.
Q I s that i ndependent of the classification?
A | ndependent of the classification.
Q So if it was a EXDI'S or NODI S cable, is

that determ nation and that caption i ndependent of the
classification?

A Yes.

Q When t he Def ense Counsel asked you about
EXDI S and NODI S being types of cables that aren't just
|l eft out at the end of the day, are any classified

cabl es in your experience left out at the end of the

day?
A No, they are not.
Q Way not ?
A Because there are rul es about the storage

of classified information. They can't be left out.
You have to control them There are rules how they are
control | ed.

Q Does that have anything to do with the
captions or tags or anything el se about the cabl e?

A No. |In fact, it is totally related to the
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classification of the tel egram
Q | know that throughout this trial and you
talking with counsel the termcaptions and tags have
been confused. Wat's the difference?
A A tag is around the subject matter. So you
can, if it's about -- there are -- AMGI woul d be about

managenent issues. BUD would be about budget. And
there are country tags and there are topic tags.

So it's a way of inproving the storage of
informati on and retrieval around those subjects. In
sone cases sub-distribution. And A caption is around a
certain kind of communi cati on channel, | woul d say.
Using ned is to ned and the director general is to the
director general and NODIS is to the secretary.

Q Ma'am in terns of the nunbers that Captain
Tooman used with you about the purported rel eased
cabl es, do you know whether -- were those nunbers how
t he cabl es were marked or whet her those cables were
actual ly gone through a classification to be determ ned
to be uncl assified, secret or confidential?

A | believe how they were marked.
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Q That's how they were inputted, but not
necessarily based off the actual subject matter?

A Yes.

Q When you were talking -- when you were
testifyi ng about NCD being renoved. Wiy was it renoved

from Sl PRnet ?

A In reaction to WKki Leaks.
Q And what do you nean by that?
A To the informati on bei ng shared over the
I nt er net.
Q And you al so nenti oned, when you testified,

when Captain Tooman asked you about that, it was fairly
obvi ous about why, about why this happened. Wat did
you nean by fairly obvious?

A Can you say that again.

Q Sure. Wien he asked you about it being,
NCD bei ng renpved from Sl PRnet, your answer was, it
fairly obvious why you weren't asked any ot her
questi ons about NCD.

A The way NCD operated, it was known. It was

not a surprise that users on Sl PRnet had access to the
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system | nean it was advertised that way throughout
its history.

Q Was it a surprise that 251, 000 cabl es were
stolen and transmtted?

A Yes.

Q Wiy was that a surprise?

A Because the belief was that the peopl e that

were vetted to be on classified systens, regardl ess of
where those classified systens were, understood the
rules for handling classified information.

Q Ma' am when you tal ked about the NCD bei ng
renmoved from Sl PRnet, Defense then asked you about it

bei ng avail abl e of jw cs?

A Yes.

Q JW cs secret or top secret?

A Top secret.

Q So when NCD was renpved from Sl PRnet, woul d

t hose individuals within DoD have access to those
cables, if they didn't have a top secret cl earance?
A No. In the State Departnent. | don't know

if this was the sane for DoD. Not every single person
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who has a top secret clearance has access to jw Cs.
It's a subset of that group.

Q You al so testified on cross exam nati on
about the Legacy System The Legacy Systemthat was
avai | abl e post WKki Leaks, is that the sane Legacy
System t hat was avail abl e pre- NCD?

A Yes.

Q And did that Legacy System pre-NCD, did
that system neet the requirenents of information

sharing wwthin U S. Governnent ?

A | would say, no, it didn't.
Q Why ?
A. Because it was not -- because of the

structure of the distribution of tel egrans out of that
system and the systens that it went to in other
agencies, it did not always reach the people that woul d
need or find value in that information.

MR. FEIN. Thank you, Ma' am No further
questi ons, Your Honor.

THE COURT: Al right. Defense.

EXAM NATI ON BY CAPTAI N TOOVAN

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ O w N P

N N T T e e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 8/2/13 Morning Session

45
BY CAPTAI N TOOVAN:

Q Wien NCD got pulled off the SIPRnet, you
didn't get very many conplaints, did you?

A | wasn't the focal point for the
conplaints. W did get conplaints.

Q Not very many?

A | don't think we got mllions of
conpl aints. But we got conplaints.

Q And there was a process in place through
whi ch a work around --

A Yes.

Q So if someone cane to you and conpl ai ned,
and you all determ ned that they had a need to know
this information for sone reason, they could be given
access?

A Wll, it was a very small subset. | would

say many of those or the majority polads, State

Depart nent people with DoD commands that needed NCD to

access information. And then a very few, limted

nunber of high | evel people within DoD, |ike a handful.
Q Those high | evel people in DoD didn't have
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j W cs?

A | don't know if they all had jwics. |
don't know if anybody in DoD had jwics. They don't.
It's a small er subset. |If they had access to Jw cs,
then they could have gotten it that way.

Q Wien you say high | evel --

A In fact, state flag officers in ny
recol | ecti on.

Q But suffice it to say, when people cane to
you and asked you, hey, we still would |like to have
this, there was a way in which you could still give it

to them correct?

A No. Technically, of course.
Q And you di d.
A To a very, very, very snall subset of

people that we individually discuss and talk to

det erm ne whether or not how critical that need was.

It wasn't as if, you know, if you can't get up the
steps, here's a ranp to walk up to get to the entrance
of the building. It was not an avenue that was

avai |l able to very many peopl e.

46
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CAPTAI N TOOVAN: Ckay. Thank you.
THE COURT: Foll owon redirect?
EXAM NATI ON BY MAJOR FEI N
BY MR FEIN

Q In that answer just now you said
technically, yes, but -- you didn't finish that. What
is that point?

A W didn't do it just because it was
technically feasible. W vetted and scrutinized the
justification that all of those people gave before we
al  oned the handful of them access to NCD.

Q Wiy did the Departnent of State have to vet

Depart nent of Defense?
A Because after the Wki Leaks incident you
couldn't just believe that it's a trusted individual.
MR. FEIN:. Thank you.
THE COURT: All right. Tenporarily or
per manent |y excused.
MR FEIN:. Tenporarily, Your Honor.
THE COURT: Ms. Swart, you are tenporarily

excused. Please don't discuss your testinony with
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anyone ot her than counsel and the accused while the
trial is still going on. Thank you.
(Wtness tenporarily excused.)

THE COURT: Counsel, looking at tine it

appears this nmorning will be a better tinme for oral
argunent. How |long of a recess do you need before we
begi n.

MR FEIN:. 20 mnute recess.

THE COURT: Court is in recess for 20
m nut es.

(Brief Recess)

THE COURT: Court is back in order. Al
parties present when the Court |ast recessed are again
present in Court.

MR FEIN. |I'msorry, Ma'am Captain
Overgaard is out. Captain von Ellen is present.

THE COURT: Thank you. During the recess |
asked the parties to provide me with the tasking from
Secretary Gates for the task force that was testified
about yesterday -- not yesterday -- two days ago from

Bri gadi er CGeneral retired Carr and M. Kirchhofer.
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Does either side have any objection to ne
considering this as an appellate exhibit for purpose of
this notion?

MR COOMBS: No, Your Honor.

MR FEI N No, Ma' am

THE COURT: Copy narked as appell ate
exhi bi t.

Def ense, are you ready to argue?

MR FEIN:. 631.

THE COURT: Thank you.

THE COURT: \What is Appellate 630.

MR COOMBS: (Governnent's response, Mi' am
| believe. 629 Defense's notion.

THE COURT: Okay.

MR, COOMBS: Your Honor. W had, prior to
the start of this case, had significant litigation on
what woul d and woul d not be appropriate during the
merits phase.

And during those argunents with regards to
what was or was not the damage caused by these | eaks,

the Governnment's position was what coul d happen was

49
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relevant in nerits. That's what was only relevant in
merits.

The actual danage, what actually happened,
that would be relevant only in the sentenci ng phase.
And that's what the Court determ ned and that is the
posi tion that we advance from that point.

So we tal ked about and heard testi nony
about what coul d happen during the nerits phase. And
now, when we get to the sentencing phase what is
relevant i s what actually happened, the actual danage.
That is what is relevant. [It's relevant fromthe
st andpoi nt of 1001(b) (4).

In the Defense's notion we |ay out our
position on 1001(b)(4) and obviously the Court has had
the ability to read that. So for our oral argunent |
would like to concentrate on the Governnent's reply.

So | ooking at the Governnent's reply, the

50

Governnent starts off tal king about the fact -- this is

going into Page 3, what they believe is proper
aggravati on evi dence.

And t hey begin, Your Honor, by referencing
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1001(b) (4), and then also saying that the drafters
cont enpl at ed addi ti onal aggravating factors for the
determ nati on of punishnent and they reference 1004.

Now RCM 1004 deal s obviously wth capital
cases. And the extent that the Governnent is | ooking
to RCM 1004, this Court should not entertain RCM 1004
when det erm ni ng what woul d be appropri ate under RCM
1001(b) (4).

THE COURT: \Wiy?

MR COOMBS: There are three very inportant
di stinctions with RCM 1001(b)(4) and RCM 1004. Havi ng
taught capital litigation RCM 1004 is dealing directly
with the burden, the added burden in order to find a
sol dier and give a soldier the death penalty.

RCM 1004 has within it a burden of proof
standard. That burden of proof standard now applies to
t he Government i nproving those aggravati ng factors.
RCM 1004 al so has a voting requirenent.

The panel nenbers nust vote and
specifically finding beyond a reasonabl e doubt the

aggravating factors. Those two indications al one
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indicate that this is not the type of aggravation
evi dence that would nornally be adm ssible or shoul d
even be considered under 1001(b)(4).

THE COURT: Wit a mnute. [|I'm
under st andi ng your argunent to ne, that | shouldn't
consider it. Now you are saying | should consider it
to find it's not aggravati ng.

MR COOMBS: No. M argunent was that RCM
1004 is capital cases. And the aggravating factors
listed there are aggravating factors that the drafters
have found in order to subject an accused to the death
penalty. Here are aggravating factors that the
Governnent can list to have that as a possible
puni shnment .

RCM 1004 has a proof beyond a reasonabl e
doubt requirenment. Also has a voting requirenent. So
Defense's position is RCM 1004 shoul d not be consi dered
at all when you' re | ooking at RCM 1001(b) (4).

THE COURT: Got it.

MR, COOMBS: Now the Governnent goes on to

then reference specific cases. And what | would I|ike
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to do is go through their cases and show how i n each
i nstance their case either does not support the
proposition that they reference it for or -- in every
case it doesn't support the proposition.

We'll start with the first one, again, on
t he sane page, United States v. Barber. 27 M 885.

United States v. Barber you have an accused
who was found guilty of violating a regulation. That
regul ati on was essentially not purchasing itens on the
bl ack market. And he did so. So he's in Korea and he
purchases itens on the black market. That's what he is
found guilty of.

I n aggravati on the Governnment brings in the
Command Sergeant Major to testify about how t he i npact
on the unit for the black market is problenmatic, and
that's the nunber one source of crine.

VWhat the Governnent has failed to reference
here is on appeal the Court said that that aggravation
evi dence was inproper. So the Governnent cites it for
a position that nakes it seemas if that that was

proper aggravati on evi dence.

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ O w N P

N N T T e e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 8/2/13 Morning Session

54

But the Appellate Court actually found that
t hat aggravation evidence failed the MRA 403 anal ysi s
and that the mlitary judge should have, in fact,
excl uded that evidence.

Ki nd of the basis behind why you woul d
excl ude that evi dence was because the Command Ser geant
Maj or had no know edge of the particular soldier. He
had very limted know edge of the black market. It was
based upon -- his Ilimted know edge was based upon
things he read, basically inferences he was draw ng
fromreporting that he had received, general reporting
on the statistics within the unit and within the
di vi si on of problens on the bl ack market.

Very simlar to the type of generalized
reporting that many of these w tnesses have testified
to of hearing certain things, hearing certain inpact.

So obviously that woul d have been an
i mportant thing for the Governnent to alert the Court
to that that actually was failed the 403 standard.

The next case, as we go down, still on that

sane page, United States v. Jones, 44 M) 103, the
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Governnent sites this for the proposition that
subjecting the victimto a risk of potential harm was
adm ssi bl e under RCM 1001(b) (4).

And again, what they really failed to do is
reference the actual facts and why that was determ ned
to be the case.

United States v. Jones is an H V case where
t he accused tested positive for HV. And at that point
was given an order to warn any future sexual partners
of his status of having H V.

He was found guilty of basically failing to
warn. And actually it was aggravated assault. And the
failure to warn was deened directly related to the
of fense of the aggravated assault.

And here that is a proper thing under
1001(b)(4) because that is the actual direct harm the
failure to warn related to the aggravated assaul t
theory. He assaulted this individual by subjecting
t hat person to the potential of contracting H V.

To correlate that to this case, it would be

simlar to, if in the Jones case the prosecutor said
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you know what, she could have contracted H 'V, because
you failed to warn. And if she contracted H 'V, she
coul d have | ost her health insurance, because of that.
And if she did, she would have had to then use her
noney to pay for the nedications that she needed in
order to stay alive.

|f she had to do that, she would have not
been able to pay her nortgage for her house. |If she
coul d not pay her nortgage for her house she woul d | ost
her honme and been honeless. |If she was honel ess, she
coul d be subjected to possible assault by other people
because she doesn't have a place to sl eep.

That's the never ending chain of events
that we see simlar in this case, where the direct harm
woul d be what one of the witnesses did testify about
were, we imedi ately | ooked at the cables to assess
whet her or not there was sone problem the man-hours
required for that potentially.

But then all of these far renoved, you
know, | really feel that they weren't talking to us as

much or | really feel that this could have inpacted
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this or the |ost opportunity testinmony, all this stuff,
the far renoved stuff, is not directly rel ated.

THE COURT: How is that not directly
related to the harmthe | eaks caused?

MR. COOMBS: Wen you go back to what a
requi rement is under the rule, first of all
specul ative at best. But the way CAS has interpreted
this, and spelled out best in Hardenson 64 Ml 279, what
the phrase of directly related to actually neans.

It's a function of both what evidence can
be considered and how strong a connecti on the evidence
must have to the offenses the accused commtted. And
i n Hardenson CAS said the Court has consistently held
that the |ink between RCM 1001(b) (4) evidence of
uncharged m sconduct and the crine which the accused
has been convicted nust be direct as the rule states
and closely related in tine, type and/or often outcone.

THE COURT: (Il naudible)What is it?

MR COOMBS: That's the sane type of idea
of when you start saying, for exanple, this | eak, we

believe the people didn't talk to us as well. And
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because of that sone initiatives that we are trying to
do didn't go quite as well as | think it probably could
have. | think it would have gone better. |If that
initiative had gone better, then I think we woul d have
had anot her opportunity to expl ore other things.

That type of renoteness is directly what
Har denson is tal king about directly related to. So the
Def ense's position is, that's back to the kind of could
cause harm whi ch woul d been proper in nerits but in
sentencing we are dealing wth what actually happened,
what was the actual harm And the Defense's position
is, this is not --

THE COURT: Let ne stop you. Tal king could
cause harm Tal ki ng about testinony that the wtness
said, | hear you on the specul ative piece, but if the
W tness has testified | was there, the rel ationship,
how is that a call ed cause anal ysi s?

MR COOMBS: Wen a witness testifies, |
was there and | believe that this infornmation, you
know, caused a degraded relationship. |If that's in a

vacuum yes, those are connecti ons.
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Wiat we did on cross was to show ot her
possi bl e reasons why that woul d have been the case.

And especially -- | don't think anyone would argue this
fromthe Departnent of State, but in diplomcy there
are so many factors that cone into play in

rel ati onshi ps.

And it's very conpl ex, obviously. And so
to draw a straight line to one thing and say that's why
sonebody did sonething, oftentines there are many
external factors that cone into play.

And that's what Defense has tried to do on
cross, to show the Court that many of the so-call ed
ills of the world that are laid at ny client's feet
really have, they are a |lot of other factors that are
i nfluenci ng that that are unrel ated.

In sone instances it is kind of the go to
reasoni ng when there is another reason for it that's
clear, like the person, certain countries | ook for any
reason to do a certain act.

And so their decision to do that is totally

unrelated to ny client's conduct. They m ght have
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referenced that in order to give a justification for
what they did, but their decision to do that was
i ndependent wholly of the conduct. |t was conduct they

were going to do anyways. So that's Defense's position
on that.

Whien you | ook, Ma'am at the next case in
line for the Governnent in their notion, United States
v. Bauer. That is on Page 4. United States v. Bauer
you have a wtness testifying about how drug use coul d
lead to selling classified information.

And the testinony cones fromthe w tness on
rebuttal. So what happens is, the Defense puts up sone
good soldier witnesses in sentencing and in rebuttal
the trial counsel puts up certain wi tnesses for the
exact, to testify about how the drug use, the use of
drugs by this anal yst, could have inpacted national
security.

What's inportant here though is -- the
testinony cones in with the witness saying, well, I
could see how, if sonebody is using drugs, they may,

may have such a problemw th that that in order to pay
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for the drugs they mght turn to selling classified
information. Yes, | could see that happeni ng.

But the inmportant thing in this case is,
the witness then testified, that sanme w tness
testified, | did not see that with the accused. |
didn't see himw th having such a problemthat that
woul d be a concern.

Secondly, what's inportant is the trial
counsel specifically indicated and stated on the record
that no adverse inpact to national security occurred.

So you have the Governnent indicating that
this potential didn't happen. And we agree it didn't
happen.

Then the mlitary judge, panel case,
instructs the nmenbers that you could consider this
potential, if any, to cause harm The use of this
information in rebuttal and how it was argued by the
Governnent is not this case.

In this case the Governnent is, in fact,
trying to argue damage. And that's why 1001(b)(4) the

Defense's position is that it has to qualify, be
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directly related to or resulting from

Bauer woul d not be a case that woul d
support the Governnment's position as a cite in their
notion that the instruction for the nenbers to consider
potential threat to national security when an accused
intelligence analyst is convicted of the various
of f enses.

So, again, with proper context Bauer is
really not supportive of the Governnment's argunent.

The next case, still on the sane page,
United States versus Delgatto, a unreported case, 2013
Wes Law 3238073. The Governnent there cites this for
the position that concluding that the distribution of
unl awful information to countl ess unknown recipients
exacerbated the great nature of the crines.

So arguing that, apparently, that because
it went out on the internet and you woul d have
countl ess unknown recipients, that that was proper
aggravating factor.

Well, again, if the Court reads Del gatt o,

the Court wll see Delgatto dealt wth child porn case.
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It dealt with a particular individual who victimzed a
7 year old for a lengthy period of tine, made countl ess
vi deos of that and had, in fact, over 10 terabytes of
dat a.

And the facts in the case, the aggravati on
facts, were the ten terabytes of data. No aggravation
about the scope of dissem nation. That was not an
aggravating factor in 1001(b)(4).

When you | ook to the appell ate opinion,
when it canme to the appropri ateness of the sentence, so
you had one issue of the aggravation. Then you have
t he second i ssue of sentence appropri ateness.

In the i ssue dealing with sentence
appropri ateness, that's where the Appell ate Court
i ndi cated that the sentence was appropri ate and was
appropriate given the nature of the accused or the
appellant's cri nes.

And that's where the Appell ate Court
stated, plus, you know, the fact that he had this
i nformati on, the scope of dissem nation was deal i ng,

was a factor that supported the sentence
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appropri at eness.

So this was not an aggravating factor. So
to cite this case to support that position is not --

THE COURT: Supporting a sentence. Isn't
it an aggravating factor?

MR COOMBS: It wasn't an aggravating
factor. The Appell ate Court could, mny understandi ng,
Appell ate Court's fact finding powers, obviously they
don't do a debate in fact finding, this seens to be,
especially when you read the case, and the fact that
was not 1001(b)(4) issue, it was not an issue that was
adm tted in evidence as aggravati on.

VWhat it was, was an Appellate Court dicta
just saying for sentence appropriateness, when we | ook
at what this individual did, the fact he had 10
terabytes of information and the fact that this
informati on was out on the internet, we think that that
was an appropri ate sentence.

So it wasn't the Court approving of a
aggravating factor that was admtted during the case in

chi ef.
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THE COURT: How was the evidence of the 10
terabytes of data before the Court? D dit cone on a
guilty plea? Was it a contested case? Merits.

MR COOMBS: It cane in on the sentencing,
10 terabytes. And actually direct is where they talk
about it.

THE COURT: | see it.

MR COOMBS: So they listed just that fact,
that the | arge nunmber of electronic nedia containing 10
terabytes. And the MIlitary Judge actually limted
significantly what was comng in to just the vol une of
t he i nformation.

So the actual giving that factor that the
Court states in dicta for sentence appropri ateness was
not an aggravating factor that was admtted in
evi dence.

The | ast case that the Governnent cites
supporting this position is United States v Lawson.
Lawson is on Page 5, Ma'am 33 M} 946.

And in Lawson you have actually a very

di sturbing set of facts. You have an individual in
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charge of a detail, officer in charge of a detai
Marine detail, and they are going on a training m ssion
in 29 Palns. And his job is to do accountability
roster to ensure, when he post guards at vari ous
pl aces, that they know where the people are at and then
t hey police themup when the unit's training mssion is
conpl et ed.

Thi s individual was derelict in his duties
because he did not do an accountability roster. He did
not put out any sort of guidance on accounting for the
i ndi vi dual s that were placed out into the desert to
basi cally nonitor where people are going for the
training m ssion.

One of the Marines was not picked up. And
it was discovered a day and a half |ater that that
i ndi vi dual was mssing. And that was directly rel ated
to the dereliction of this individual's failure to do
what he was supposed to do.

The Marine sadly was found approxi mately
five nonths later. He had died in the desert. And in

that case the Governnent offered in aggravation both
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the death of the individual and the cost that was
related to their recovery m ssion.

Once the battalion commander becane aware
of the fact that he had a marine that was m ssing a day
and a half later, he ordered a very extensive search
for that marine. (Qbviously they did not find him

The inmportant thing here is, again, this is
evi dence that was directly related to the offense that
the accused was found guilty of, the dereliction. The
dereliction of not having an accountability roster.

There the Court found that it was
i mm nently foreseeable by not having the accountability
roster, and you're in a desert environment, that you
woul d | ose sonebody. And if you | ost sonebody, that
person could die in the desert.

So these were factors that the Court said
were, in fact, directly related to and resulting from
Again, taking it to this case. There are certainly
aggravating factors that the Governnent, if they have
t he evidence of it, could bring forth. That woul d be

directly related to the offenses that Pfc Manni ng
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comm tted.

THE COURT: So what is the difference
between that and, well, is it Defense's argunent it's
not foreseeable that wth a rel ease of classified
informati on that that nay cause sonme of the damage that
the witnesses testified about?

MR COOMBS: Depends on what they are
testifying to. To use a hypothetical, if an anbassador
sai d, because of this | had to pull aside, you know,
five people to read through these cables to identify,

t hese purported cables, to identify potential harm
That would be directly related to.

To contrast with the Lawson case, if the
battali on commander afterwards said, we are going to
get together a whol e group of people and we are goi ng
to design various SOPs on how we are going to do
training mssions, and we are going to revanp this
entire training mssion.

And instead of doing it out in the desert,
we are going to do it here. And we are going do it

cost -- get ny entire battalion S3 to get together and
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plan alternative type mssions. Al that other stuff,
that's the stuff that's not directly related to
resulting from You have an i ndependent person maki ng
a determination to make all these changes.

But certainly the initial cost of going to
search for that person would be directly related to and
resulting from |In our case here the initial response
or any type of actual harmthat a witness can say this
I s what happened.

Yesterday's witness, second part of the
day, very infornmative wtness, but if he testified to
just the actual harm that testinony woul d have taken
10 minutes instead of the hours that it took to testify
to. Because they were specific, in fact, six different
specific things that he testified to that were, at
| east in his opinion, be the harmthat was done, the
actual harm

That woul d be an exanple of, for the
w tness | ater today and the w tnesses next week, what's
the actual harm just testify to the actual harm \Wat

harm do you know of that's directly related to this,
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not the could, not the speculative. That would have
been appropriate in nerits. But in sentencing we are
dealing with what is the actual harm

There's been three years to think about
that. And the Governnent has tine to think about that
to where these witnesses should be able to just state
what the actual harmis.

THE COURT: M. Coonbs, at the end of the
day in sinple terns this is really where is |ine.

MR COOMBS: It is. Wien you | ook at
1001(b)(4), case law that we cited, that's where the
Court will make that determ nation of what is directly
related to or resulting from

And the never ending chain of events,
there's a certain, | guess, nunber of steps before you
say that's too far renoved.

| gave you two exanples in ny notion of,
you know, one good exanpl e where vandalismof a
building. Certainly, if sonmebody vandalized the side
of a building, the cost of repainting that portion is

directly related to resulting from
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But when that owner says, you know what,
| " m going to spend $10, 000 | ooking into and researching
pai nt that would be resistant to graffiti that's the
I ndependent deci sion then of the owner to expend those
resources. And that wouldn't be directly related to
resulting from

So there is a line certainly of what should
be correctly put at the feet of ny client. And the
Defense is not trying to avoid that line, as far as
what we believe is on 1001(b)(4) side of the house.

And that's what we cross exam ned on.

But as the Court listens to individuals
testify, especially when it goes on and on hour after
hour, and much of it is nore a historical | esson about
the conplexity of the rel ationshi ps as opposed to
actual -- this is what happened.

And agai n, you know - -

THE COURT: Don't you need the context.

You just said earlier that diplomcy is a conplicated
endeavor.

MR COOWBS: It is. What | woul d see,
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again, I'"'mnot trying to tell the Governnment how to
elicit this information. |If the witness said, you
know, X-Y-Z was danmage, from ny perspective that was
t he danmage.

And then at that point, in order, once you
heard that, if you needed to get sone nore background
t o understand, okay, why was that danage. Then | think
that woul d be appropriate to put that into context,
certainly.

But that's not what we have heard. VWhat we
have heard is a whol e bunch of background i nformation
to a could, and very, very limted actual this is what
| believe was the direct inpact of that.

And obvi ously the Court understands
1001(b)(4) and the line and wll only listen to what is
proper aggravation. And the Defense's position is, we
can get to that point nuch quicker, and there's a | ot
of stuff that isn't proper and is back into the could
real m

THE COURT: \What's the difference between

the expenditures here in Lawson to go find a sol dier
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and the creation and expenditure of the various task
forces that (inaudible). W don't know what the damage
is. W have got to find it.

MR COOMBS: So, for exanple, using the
(i naudi bl e). The anount of noney that was spent for
that, there were several goals, Appellate 631, from
Secretary of Defense Gates to lay it out. And
certainly there would be the ability to portion that to
say, you know what, this was the anount of tinme that we
spent and noney that we spent understandi ng the harm
t he actual harmand this was what the actual harm was.

| believe that woul d be sonethi ng that
woul d fall in an appropriate 1001(b)(4). And, again,
the Defense is not trying to avoid accepting
responsibility for the harm caused.

But that takes then, you know, a scapel to
say, okay, this was really what we spent on figuring
out the harmand here's the harmthat we found. Five
things. Watever it is.

Then everything on this side of the house,

let's ook, let's figure how we are going to do this in
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the future, avoid doing this; was there any sort of
enbarrassment that we need to do an apol ogy on or

what not, anything that is sonebody's i ndependent

determ nati on of how we are going to fix this or
address this in the future, that's on the mtigation
side of the house. That's an independent determ nation
of the individual.

THE COURT: So is it the Defense's position
that mtigation evidence is not adm ssi bl e under RCM
1001(b) (4).

MR, COOMBS: Wen you say mitigation --

THE COURT: Mtigate efforts to mtigate
damage.

MR COOMBS: Ckay. | guess then that draws
the line of where do you say this is a proper
1001(b)(4) and where not. Again, using the paint
exanpl e, you know, sonebody mtigates the damage they
are going to invest in very expensive paint to paint
their building to prevent graffiti again. That woul d
be the i ndependent determ nation of the individual to

I nvest those resources to prevent sonething fromthe
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future happening again. And the Defense woul d say
that's not proper under 1001(b) (4).

THE COURT: Prevent sonething in the future
from happeni ng agai n.

MR COOMBS: Exactly. If it's the,
addressi ng what harm -- what i mediate harmto we need
to be concerned about. And ferreting that out, and if
they could then -- obviously that woul d show what was
t he actual harm

So, again, using a hypothetical, if they
coul d say, okay, because of this SigAct this individual
right here we knowis in immnent threat of death or
bodily injury and we went and expended, you know, $500
to pull this person out, or a thousand, then | think
you woul d have the direct tie and then you could show
that and that would be 1001(b)(4).

THE COURT: Let's go beyond that. By
pulling this person out, United States Governnent no
| onger had access to X-Y-Z that he woul d have had with
t hat person. Does that fall under 1001(b) (4).

MR COOMBS: Yes. So we are going to start
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t hat dom no effect and see how far we go. |If they
could show, certainly that this person was a vital
source of X-Y-Z infornmation and, because we had to pul
him it blew a nole that we had in a particul ar
organi zation. | think Defense would concede that woul d

be proper aggravation, if you could tal k about that
fact.

| think then the dom no effect that you
have to avoid is, when you start getting to, well, he
was wor ki ng on sonmething that we were going to start in
2013, that | think is the stuff that would not be
proper, M am

So subject to your questions, Ma' am

THE COURT: |Is that the end of the cases?

MR COOMBS: It is, Ma'am fromthe
standpoi nt of what the Governnent cited. They cited
ot her cases that we don't take issue with. General
proposition cases. These were the ones they cited to
support their argunent.

THE COURT: G ve ne one nonent here.

MR COOMBS: Yes, Ma' am
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(Pause)

THE COURT: Thank you, very mnmuch.
Government, hold on just a second.

All right. Governnent.

MR FEIN Ma'am if | may brief fromthe
t abl e.

THE COURT: Sur e.

MR FEIN. Utimtely, Your Honor, the
issue is drawing the line. United States agrees that
subsequent revi ew of neasures are not appropriate
aggravati on evi dence.

One of the problens though that devel oped
t hrough di scovery and pl ayed out even today is the term
mtigation. Just to nake sure all parties, ultimtely
the Court is on the sane sheet, the United States is
arguing that the steps that were taken to mtigate the
harmto national security directly resulting fromPfc
Manni ng's charge of m sconduct is appropriate
sent enci ng evi dence.

The probl em (i naudi ble) al so conmes up

specifically within the Departnent of State
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information. And it is because there was what they
called the mtigation working group mtigation team
That information, Your Honor, United States contends is
not appropriate. Although they use the term
mtigation, it was to mtigate future simlar crinmes.

THE COURT: So the witness is going to
testify this afternoon is not going to testify about
mtigation teans.

MR FEIN:. That is correct.

THE COURT: The CGovernnent is -- other than
the task force testinony that we heard about on the
first day of sentencing, is there going to be any other
mtigation teamtestinony.

MR. FEIN. There still m ght be sone
constitution. United States contends that the evidence
elicited on Wednesday from General Carr and nr.

Ki rchhof er was focused on the DoD's mtigating of harm

not mtigati on team of the Departnent of State.

THE COURT: | understand that.
MR FEIN. Okay. I'msorry, Ma'am So,
Your Honor, there will be additional evidence the
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United States intends to elicit from w tnesses about
the United States effort to mtigate harm caused by Pfc
Manni ng's actions. It will be included this afternoon.
Al so be pretty nuch --

THE COURT: | understand that. Do you have
any organi zations that were created, |like the --

MR FEIN. Only two organizations
ultimately, Ma'am DoD s | RTF and they were two wor ki ng
groups at the Departnment of State. The Court wil | hear
testi nony from Anbassador Kozak today, person at risk
wor ki ng group, which was a team established and still
currently being run to mtigate the risk of individuals
fromthe Departnent of State rel eased purported cabl es.

That's the focus of his testinony. Wat
the Departnment did to mtigate the harmto individuals.
On Monday, Your Honor, we will elicit testinony from
Anbassador, Undersecretary Kennedy in reference to the
wor k, the WkiLeaks working group and what the
Departnent did simlar to the | RTF for the DoD, but
it's the Departnent of State's imedi ate reaction.

THE COURT: Wiat's the Governnent's
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position with respect to the Defense's argunent that,
agai n, looking at the | ast appellate exhibit we had,
Secretary Gate's neno about whet her the | RTF had
portions of its mssion to mtigate danage and t hen
ot her pieces of it were nore forward | ooking. |
bel i eve that was in your argunent.

MR COOMBS: Yes, your Honor.

MR FEIN. One nonent, Ma'am United
States would contend this menp on its face actually
draws that line. The IRTF's mssion was laid out into
8 bullets of what the reported focus was, and the Court
heard from General Carr and M. Kirchhofer, who
painfully tried to renmenber all these. In retrospect
we shoul d have hel ped fresh the recollection

These are those areas, Ma'am that was
sinply to use Secretary Gate's words, it was to review
the inpact of the unauthorized disclosure of classified
informati on specified above. And that's anything
publ i shed on W ki Leaks website.

Furt her on, Your Honor, the second to | ast

par agraph there's a line drawn even by Secretary Gates
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that says, their role IRTF is separate and apart from
the tasking to the Undersecretary of Defense to | ook at
procedures that were, that needed to be shored up and
fixed. That was a separate tasking, separate system
and the United States, although produced in discovery,
doesn't intend and we don't think that's an appropriate
sent enci ng evi dence.

That woul d be the sane as the termof art
mtigation team at Departnent of State and any ot her
efforts the United States Governnent took subsequently
to prevent the future crine |like this from happeni ng.
It's al so separate and apart from any | aw enf orcenent
i nvestigation, which is the |ast paragraph.

THE COURT: Does the |IRTF report address
any information on the WKkilLeaks website that does not
relate to, and if |I'm asking sonething that requires a
response that can't be nade in this setting, let ne
know, relate to the offenses Pfc Manni ng has been
convi cted of ?

MR FEIN:. No, Ma'am Al though Pfc Mnni ng

is not identified in the report by nane, it all relates
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to all the specifications on the charge sheet. And the
specification he was found not guilty of.

However, Ma'am the Departnent of State
danage assessnment does have an appendi x that the United
States doesn't intend to use in any regard. That does
have the draft inpact assessnent has mtigation efforts
captured as | essons | earned in back of that assessnent.

THE COURT: Ckay. | believe the Defense
has asked ne to take judicial notice of all those
assessnents. |Is that correct?

MR COOMBS: That is correct.

THE COURT: You want that appendi x renoved?

MR COOMBS: W ask you to take judicial
notice and we will kind of see how everything flushes
out here.

THE COURT: Ckay.

MR FEIN. Ma' am w thout going through al
the cases, again, it's in the brief. Two just to
hi ghlight, Delgatto, the last two, the Del gatto case,
the child porn distribution case. It was 10 terabytes.

Specifically in the hol ding, Your Honor, the Court does
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tal k about that, the exacerbated the great nature of
those crines by recording the assaults and ot her sexual
acts and distributing them They appeared here

net wor ks, countl ess unknown reci pi ents.

THE COURT: Wiere am | | ooking at that?

MR FEIN. On the Page 3, |ast page above
t he concl usion of the Court. Last paragraph.

THE COURT: That is in the sentence
appropri at eness di scussi on.

What is the Governnent's position with
respect to ny question to the Defense, Appellate Court
consider it for sentence appropriateness -- is that
sort of an inplicit assunption it is proper
aggr avati on?

MR FEIN. Yes, Ma'am Mtigation or
ext enuati on.

THE COURT: 10 terabytes is mtigating?

MR FEIN. No, ma'am Anything the
Appel l ate Court -- no, not at all. Any factors the
Appel l ate Court is considering in sentence

appropriateness is appropriate for a trial court or the
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trier of fact for sentencing case to consi der.

THE COURT: Was it an issue whether that 10
terabytes and di ssem nation was proper -- A was it
adm ssi bl e as aggravati ng evi dence or sonething el se,
and B, was it an aggravation at issue at all in that
case?

MR. FEIN:.  Your Honor, after this argunent
we woul d reread the entire case. | don't recollect.

THE COURT: | can read it too.

MR. FEIN:. Distribution was sentence
appropri ateness was consi dered. Al so, Your Honor, for
Lawson, United States would argue that Lawson is, not
the exact facts of this case, Lawson was required to
mai ntain an accountability roster. He failed in that
duty for an accountability roster.

A sol di er went unaccounted for, a narine,
excuse ne, and the command expended resources to find
t he unaccounted soldier. Simlar in this case is
classified information could cause harm and | egal
definition of classified informati on and we are sinmly

seei ng the expenditures of the Governnent to determ ne
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whet her harmdid or did not or mtigate that harm
directly ties to the charged and guilty.

THE COURT: \What is the Governnent's
position with respect to the Defense argunent that I
shoul dn't consider 1004 at all?

MR FEIN. Yes, Ma'am Utimtely 1001
sets out the definition of aggravating, what is
rel evant for both parties in order to present evidence
to the Trier of Fact.

And in that, Your Honor, under 1001(b)(4)
evi dence of aggravati on and aggravati on defined right
at the discussion after that, Your Honor, says see al so
RCM 1004 concerni ng aggravating circunstances in
capi tal cases.

This isn't a capital case. 1001(b)(4) does
establish the overall unbrella what is or is not
aggravating and it | eaves open to much evidence -- 1004
does, in a very specific type of case with a higher
burden of proof, it establishes |I think 9 or 13
di fferent aggravating factors that have to be

consi der ed.
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Wll, at least if it's going to be a
capital case. One of them has to be all eged and
ultimately found guilty through a vote, as the Defense
st at ed.

What that does, it creates the overall
uni verse what is aggravating. And 1004 defi nes
specific types of aggravation for capital cases. One
is included in the other, Your Honor.

VWhat is clear, at least to United States,
drafters have al ways consi dered i npact to nati onal
security, three different ways, the first three factors
to be specific types of aggravati on evidence that
warrant capital offenses.

So it's a subset of all types of
aggravation and it's a subset that specifically
enunerated for the record capital offenses. So if not
a capital case, which is clearly the case today, it
doesn't nean it's not an appropriate aggravating
factor. Just like all the others listed as well for
different types of offenses.

THE COURT: Ckay.
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MR FEIN: Subject to your further
questi ons, Your Honor.

THE COURT: \Where does the Governnent
believe the line is? W have had testinony this
caused, these are the imedi ate things that occurred,
because these we think there may be sort of be a ripple
effect. 1Is that ripple effect included in appropriate
aggravati on evidence in this case?

MR FEIN:  Your Honor, the Governnent
believes the line should be the natural probable
conseqguences goi ng back to the probabl e consequences.
And if there is a independent intervening event that
occurred, and it was the only thing, that intervening
act was the only thing that brought about the effect,
it's not permssible. |If there's an intervening act
that al so brought about, then it's still appropriate.

Utinmately, Your Honor --

THE COURT: \What's the Governnent's
position on the rel ease of Cable X caused a degradation
inrelationship with Country Y and that netastasized

into additional things being affected where all this
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was.

VR FEI N: No, Ma'am This came up with
the Defense's -- the issue of opportunity was an
exanple that the Defense briefed. So | think a line
could be drawn (inaudible). Wat another country could
or could not have done based of that would be
definitely two parts (inaudible) and not a natural
probabl e consequence of another country.

The opportunity cost lost by U S official
that had to, instead of doing what they were supposed
to be doing, had to directly deal wth the outcone of
t he unl awf ul di scl osures.

There's an opportunity cost on the United
St at es Governnent which inpacts the United States
nati onal security, in the formof diplomacy or mlitary
operations, foreign rel ations.

There is a direct tie to inpacting the
nati onal security of the United States. It would
becone too far afield once, if there's evidence of
third, fourth, fifth order effects. United States

contends that did not happen thus far in this court
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martial, at |least in the presentation of evidence.

Each individual -- there were tines that
ei ther objections were raised and sustai ned, but
out si de of that, Your Honor, where the Defense objected
under the ongoing objection of 1001(b)(4) each of those
W tnesses could directly tie in their expert opinion,
t heir opinion, which was subject to cross and goes to
wei ght, tied the WkilLeaks disclosures to that. |If
they can't tie that, Your Honor, it's not appropriate
sent enci ng evi dence.

THE COURT: Let's assune after the
Departnment of State w tnesses, is the Governnment going
to present evidence that the DoD potentially that these
di scl osures created certain vulnerabilities for U S
forces?

MR FEIN. Can | have a nonent, Your Honor.
' m | ooking at Appellate 616, the Governnent's w tness
list.

United States intends to elicit DoD
W t nesses are personal observations and effects on

i ndi vi dual s, the individuals who actually are
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testifying, their m ssions.

THE COURT: Are you talking preventative
measures or things that actually happened as a result?

MR FEIN. This would be testinony that
because of the WKki Leaks di scl osures this happened. |
observed it or | felt it.

THE COURT: So is there going to be
testi nony, for exanple, sort of |ike what was con ng
out on the nerits -- well, because these things are
exposed, forces opposing us could do X-Y-2Z7?

MR FEIN. Ma' am the United States does
intend to elicit, for instance, through the terrorism
experts, in their expert opinion, whether they believe
that this informati on being avail able, what terrorists
and other enemes of the United States wll use that
information for in their opinion. That opinion, of
course, wll be subject to cross and could be tested
for the Trier of Fact.

THE COURT: |Is there any evidence that this
was, in fact, used?

MR. FEIN. The types of evidence | can't
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di scuss where and how it was used.

THE COURT: Is it an expert opinion of what
coul d happen or an expert opinion of is happening or
has happened?

MR FEIN:. The united States intends to
elicit both, Maam One is for -- the opinionis, it's
really not opinion, fact testinony of what they know
based off their expertise.

It is opinion testinony, what they know in
their experti se has happened and based off that
expertise what is the future effect of that.

O course, they wll be subject to cross
exam nation of whether they will or won't actually
happen. Maybe they will likely answer, | don't know if
it actually will. | do believe based off these factors
this is sonmething that will be used in perpetuity or to
a certain point and here's where and how it could or
coul d not.

That's going to be the adversarial process
that's sifting out that testinony. Does intend to have

sone experts testify about their opinions on the
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continuing future inpact of this information.

Al so operations for strategic planning of
CentCom there's two w tnesses, one about operations,
nor e about what did happen. Another one --

THE COURT: More about what did happen?

MR FEIN:. From CentCom \What did Cent Com
have to do?

THE COURT: | thought you neant the
testinony in large part was going to be --

MR FEIN:. No, ma'am The actual chief
operations officer CentCom strategic planner of
Cent Com t al ki ng about how t he pl an worked and how in
his opinion future plans could be affected, in his
opinion, will be affected, not could be.

THE COURT: There's a distinction there.
s it wll be or could be?

MR FEIN. It's their opinion it wll
happen. They, of course, don't know it will happen in
the future. It's their opinion that it wll.

THE COURT: Wy is that not specul ative?

MR. FEIN. These people are experts in
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their field. Based off of the information, their
expertise and their know edge of the actual information
conprom sed of what, within each of their fields. For
terrorism being an expert on what terrorists do and
don't do, their giving that opinion, Your Honor. For
the operations, they are experts in that field of how
strategi c planning occurs and how it has occurred at
the time and how that has now or would be in the future
upset .

THE COURT: \What's the difference between
what you just described to ne and what you said
earlier, that subsequent renedi al neasures are not
adm ssi bl e?

MR FEIN:. What | just described now each
of the witnesses wll testify a direct result, their
opi nions are based off the direct result of Private
First Cass Manni ng has been found guilty of, the
| eaked i nformati on and specific information form ng the
basi s of their opinion.

The subsequent renedi al neasures woul d be

what processes and procedures have the different
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organi zations within United States Governnent put in
pl ace, starting with an executive order down to each
departnment in order to prevent the future crine,
simlar crimes from happeni ng.

So, for instance, having certain
restrictions now on Sl PRnet, the npbney extended for
that, the energy expended, the resource, all that, Your
Honor i s not proper aggravation evidence.

United States contends there's a big line
drawn there that this is what the Departnent of
Def ense, Departnent of State, U S. Governnent did to
prevent this in the future.

That's different than to mtigate future
harm caused directly by this. |It's to prevent the next
Pfc Manning fromoccurring. That is not perm ssible or
shoul d not perm ssi bl e aggravati on.

THE COURT: Does the Governnent agree that
any re-triggering or renenbering of any Pfc Manning's
m sconduct because of events that have occurred
recently -- M. Snowden -- is not perm ssible

aggr avati on?

94
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MR FEIN. United states agrees any
evi dence regarding M. Snowden is not perm ssible
aggravati on.

THE COURT: That's not what | asked. The
Re-triggering, | guess, the renenbering and the
re-significance of --

MR FEIN Ma'am | think, first, regards
to M. Snowden or anyone else, if an expert's opinion
is that this information, although based off
rel ati onshi ps between countries or individuals, is
currently subsided. But any type of future event could
bring that forward, depending on how that evidence is
elicited, it could be or could not be, depending if it
(i naudi bl e)

THE COURT: Hypothetical. Al right. W
have rel ati onshi ps deteriorated with Country X
i mMmedi ately after WKki Leaks di scl osed, Pfc Manni ng.
They stabilized. Now we have second di scl osures that
now the country is all upset because in conbining both
of what happened before and now we now have anot her

deteri oration.
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MR FEIN. No, M am
THE COURT: All right. Thank you.

96

MR COOWBS: Your Honor. Just to address a

couple of things that Major Fein tal ked about.
M. Kozak, when he tal ks about the persons at risk
wor ki ng group | ater today, Defense's position would
be -- first of all, this kind of goes back to Brigadier
Ceneral Carr, these individuals weren't true hunman
sources. There was a created duty, a kind of noral
obligation we felt because their nanes were there, we
needed to identify them and nake sure no harm woul d
befall them

Def ense woul d say that by reaching out and
identifying those individuals -- and let's say you
identified 100. Ildentifying them and if you could

show actual harm |ike the person was arrested or

sonet hi ng bad happened to them it's clearly related to

their nane being in one of these docunents, that would
be proper aggravati on.

What happens though is, you have a person
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who is probably going to testify, we have been tracking
t hese people and we are watchi ng them over years and
years and years now, |ast three years, and we think
there's potential at some point in the future.

That's where we get into the specul ative
part. Defense would agree that, if you identified
sonebody, and you identified natural harm then that
woul d be proper aggravation. And if you could, you
could bring that person, that would be the ideal person
in testify to. |If not, the person who is tracking it
and says, | know this happened, then that woul d be
pr oper aggravati on.

What woul dn't be proper is this kind of
never ending series of potential events in the future
that may, in fact, happen at sone point, but we don't
know yet. And based on ny expertise | think maybe that
coul d happen.

That is not the proper aggravation. That
hasn't happened. W are in a sonewhat uni que
situation, as opposed to a lot of cases, in that you

had quite a bit of time go by. And you would think at
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this point now the actual harm has cone settled down to
where you could identify it and say, this is what
happened, to where you kind of avoid the situation as
the Court posed in a question, sonething el se
triggering renenbering all the events and then, you
know, another potential harmthat's unrelated to this
case.

So for Ambassador Kozak we woul d argue that
he should be limted to saying, identified X anount of
people. This is what we did to notify them or ensure
that sonething didn't happen to them And then here
are the 15 peopl e say where we know sonet hi ng bad
happened to them directly related to this. That's

pr oper aggravati on.

If he then testifies, you know, | have been
tracki ng these people, (inaudible) | keep tabs on them
| just want to nmake sure everything is okay. | still

think there's potential for this person, that stuff
woul d not be proper aggravation in the Defense's
ar gument .

THE COURT: The fact they are still
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tracking them why would that not be proper
aggr avati on?

MR COOMBS: | think the testinobny is going
to be the individuals kind of took it upon thensel ves
to do this. [It's not part of the Departnent of State
doing it.

Let's assune even if it were part of the
Departnent of State, we are just keeping tabs on these
i ndividuals. That | don't think -- naybe the process
of we are doing this m ght be proper aggravati on, and
we are only doing it because of this.

But the specul ative nature of what could
happen in the future, that's not be proper aggravati on.
Thi s ki nd of goes back to sone of the DoD w tnesses or
the experts that tal k about terrorism

Again, as the Court asked, well, do you
have any evi dence that the eneny has used it and that
information in a particular way or fashion? That woul d
be proper aggravati on where we know the eneny took this
information and this is exactly what the eneny did with

it. Proper aggravati on.
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To say now three years |later there's still
potential in the future, in ny expert opinion in the
future this could happen. This kind of goes back to
when we said these wtnesses really don't need to be
expert w tnesses, they should be fact witnesses. And
as Major Fein said, sone of the witnesses are going to
testify about things that they personally saw as the
impact. That's a fact witness. That's all they need
to be qualified as, is a fact witness to say this is
what | know happened.

The reason why, in the Defense's view, the
Governnent is trying to qualify them as expert is to
get this hearsay stuff, 703 stuff snuggled in with ny
expert opinion of what could happen in the future. And
Defense said in our opinion that is inproper. That's
not proper 1001(b)(4) evidence.

So, again, we are not trying to shirk
responsibility for any actual harmthat's befall en due
tony client's conduct. W are willing to accept that;
wlling to deal with that. Wat the Defense isn't

wlling to accept of specul ative future could cause
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damage type stuff.

THE COURT: In the witness this afternoon
is the Governnent intending on eliciting any of this
even though it hasn't happened yet, we think things
coul d happen?

MR FEIN:. M am Anbassador Kozak, first
off, is an official state function, head of the entire
functi on.

Yes, Your Honor, the United States i ntends
to elicit what the Departnent of State did and what
they continue to do even today with tracking
i ndi vidual s that were identified as risk. Sone
i ndividual s at the tine decided they did not need
assi st ance.

And the Court wll hear testinony that even
sone of those individuals that originally thought it,

t hi ngs changed and then they did need assi stance. And
it is all directly related to Pfc Manning's m sconduct.

THE COURT: That's not the question I
asked. The question | asked, is there going to be

testi nony about, we are tracking 100 people. Sonething
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happened to 15 of them Here's what it is. Nothing
has happened to these other 10, but we think it's a
possibility in the future somethi ng m ght happen.

MR FEIN:. Yes, Ma'am And for the reason
the foundation will show, the reason they keep tracking
i ndi vidual s i s because of different circunstances that
there are reasons why certain people didn't have things
happen to them

Everyone is a unique circunstance. So the
Departnent of State continues to follow them and offers
conti nued assistance, if and when a trigger is pulled.
Everyone is in a different circunstance. You can't
just go find all these people worl dw de and grab them
and hel p them

That's what he's going to explain that
whol e process, Your Honor. That is essentially a third
of his testinony, explain the process departnent goes
t hrough in order to cone to these concl usions.

But, again, directly tied to the accused's
m sconduct .

If I may, one other aspect. They want to
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be able to argue that Pfc Manning' s charge and his
conduct only caused or didn't cause certain amount of

harm But when experts say in their expert opinion it

Wl cause future harm that we should be precluded
fromthat. Yet they want to argue not hi ng happened,
nothing will happen. On one hand they want to be able

to prevent the Governnent from presenting that evidence
t hrough expert testinony, but then still be able to
argue there was no real effect.

Well, the Governnment is offering evidence
to show there was a real effect and there wll continue
to be a real effect. That's through proper expert
t esti nony.

THE COURT: Al right. Well, the Court has
reserved to rule on this notion ruling Monday to digest
the informati on that was presented to the Court this
nor ni ng.

W will proceed with the witnesses this
afternoon the sane way we have with the witnesses in
the | ast two days. | think the Court, again, |I'm

acting in two capacities here, acting in an
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interlocutory capacity of hearing the evidence to
deci de whether it's perm ssi bl e aggravation evi dence,
Article 39A session, and then, if | decide it's not, |
W ll conpletely disregard it.

Now | ooking at the tinme, it's quarter to
12: 00. Anything we need to address before we recess
t he Court?

MR FEIN:. May the parties have a nonent.

THE COURT: Yes, please.

( Pause)

THE COURT: 1330 it is. Court is recessed
until 1330.

(Court recessed at 11:45 a.m)
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